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+ Sharing without sharing: Reaching a certain goal while ensuring 

that lot of sensitive data doesn’t get into the wrong hands. 

+ What is the goal? 

+ What data do you really need to reach the goal? 

+ Not black and white - but balancing benefit and risks is part of any 

standard ethical consideration.

Data vs Privacy 
Goal vs Means



+ Pragmatism wins but gets no love 

+ Privacy concerns are not where you think they are 

+ The media is mostly of no help (or too late) 

+ Surveys are of limited use

Data vs Privacy 
Learnings from the pandemic



COVID-19 
The Importance of Contact Tracing
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Getting At Contact Networks 
Through Technology

+ no apps 

+ no OS support 

+ no data
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+ Data continuously deleted 

+ IDs are ephemeral 

+ Contact information stays on device 

+ No other information is collected 

+ Code is open source.
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+ Central Server would know 

that B, C and D had contact 

with someone else.  

+ Over time, contact networks 

could be derived, and data 

could be used for other 

purposes. 

+ User lose control over data
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+ Contact data stays on device 

+ Decision about notification is 

made locally, not on a 

central server 

+ Server knows nothing other 

than which IDs were infected 

+ Data continuously deleted
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+ “Amateurs do strategy, professional do operations”

Learnings from the COVID crisis 
Pragmatism wins but gets no love
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+ Myth: “we need more 

data to solve the 

problem”.
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Non-pragmatic privacy community: 

“this is not the best solution from a 

privacy perspective!”

Non-pragmatic epidemiology community: 

“this is not the best solution from an 

epidemiological perspective!”

Learnings from the COVID crisis 
Pragmatism wins but gets no love



+ Saying “I don’t want SwissCovid to know where I go” on Facebook
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they are 



+ Concerns about Amazon as CDN
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+ Concerns that the source code is on a platform owned by GitHub

Learnings from the COVID crisis 
Privacy concerns are not where you think 
they are 



Learnings from the COVID crisis 
The media is mostly of no help

+ Prime time Swiss TV: 

Reporter: “Did you download SwissCovid?” 

Person: “Of course not! I don’t want the government to know 

where I go!” 

 

(end of message)



Learnings from the COVID crisis 
The media is mostly of no help

+ Prime time Swiss Italian TV: 

 

Shows retired engineer demonstrating that Bluetooth signals can 

be received from up to 80m distance.
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https://www.news.uzh.ch/de/articles/

2020/Corona-Tracing.html
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